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Warranty 
The material contained in this document 
is provided “as is,” and is subject to being 
changed, without notice, in future 
editions. Further, to the maximum extent 
permitted by applicable law, Agilent 
disclaims all warranties, either express or 
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Technology Licenses 
The hardware and/or software described 
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license and may be used or copied only in 
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license. 

Restricted Rights Legend 
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Software and technical data rights 
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only those rights customarily provided to 
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Safety Notices 

A CAUTION notice denotes a hazard. It 
calls attention to an operating procedure, 
practice, or the like that, if not correctly 
performed or adhered to, could result in 
damage to the product or loss of 
important data. Do not proceed beyond a 
CAUTION notice until the indicated 
conditions are fully understood and met. 

A WARNING notice denotes a hazard. It 
calls attention to an operating 
procedure, practice, or the like that, if 
not correctly performed or adhered to, 
could result in personal injury or death. 
Do not proceed beyond a WARNING 
notice until the indicated conditions are 
fully understood and met. 
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1 Introduction 
Software Development Process and Validation 7 
Cary UV Workstation Plus Compliance Services 8 

Cary UV Workstation is developed according to the Quality process and Software Product 
Lifecycle followed by the Life Science and Chemical Analysis divisions of Agilent 
Technologies. The Cary UV Workstation Plus software has been designed to include 
features that can assist users document their analyses to meet current regulations and 
quality standards including, but not limited to the Food and Drug Administration’s (FDA) 
21 CFR Part 210 (Current Good Manufacturing Practice In Manufacturing, Processing, 
Packing, Or Holding Of Drugs), 21 CFR Part 211 (Current Good Manufacturing Practice 
For Finished Pharmaceuticals), 21 CFR Part 58 (Good Laboratory Practice For 
Nonclinical Laboratory Studies). These features assist users to generate their methods, 
electronic records and ensure the traceability, integrity and security of the data. 

Cary UV Workstation Plus provides the following software functionalities to assist with 
compliance for 21 CFR Part 11 and similar regulations including: 
• Mandatory login. 
• Configurable session locking. 
• Configurable user roles and privileges. 
• Full data traceability through audit trails and audit trail review 
• Electronic signatures for the approval and revoke management for any saved file 

For those specifically concerned with 21 CFR Part 11 or the European Medicine Agency’s 
(EMA) Good manufacturing practice (GMP) Guidelines - Annex 11 (Computerized 
Systems) compliance please consult the White paper on this topic available from Agilent 
(see Technical notes, user manuals and further publications at the end of this document). 

Software Development Process and Validation 

The Agilent Declaration of Software Quality shipped with each software package 
documents the software development and testing steps executed as part of the 
development cycle. The development process is registered to the ISO 9001 quality 
standard. 
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Cary UV Workstation Plus Compliance Services 

Agilent offers compliance services for the Cary 3500 through the use of the Cary UV 
Workstation Plus software products and for a wide variety of Agilent instruments and 
those from other manufacturers. These services utilize detailed protocols developed by 
Agilent CrossLab and are delivered by certified support personnel. For more information 
on Agilent CrossLab Compliance Services please refer to Technical notes, user manuals 
and further publications. 
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2 General Description 
Overview 9 
Network Requirements 10 
Computer Hardware and Software Requirements 10 

Overview 

Agilent OpenLab is an industry-leading suite of software products designed to capture, 
analyze and share scientific information throughout its lifecycle, across the laboratory 
and the enterprise. OpenLab provides instrument control, data acquisition, data 
processing, reporting and secure storage for GC, GC/MS-SQ, LC, LC/MS-SQ, A/D, and 3rd 
party instruments. With the introduction of Cary UV Workstation Plus software, OpenLab 
now provides user administration and secure storage for UV-Vis. 

OpenLab provides single workstation to large client/server systems capable of 
connecting up to100 instruments. You can safely archive, store, and share electronic files 
in a central repository that can meet the needs of all laboratory sizes. It provides the 
necessary controls for managing system access, data transfer handling and detailed 
audit trail functionality. 

Cary UV Workstation Plus with OpenLab Content Management ensures secure record 
keeping, record audit trailing, versioning, as well as provides means for electronic 
signatures on a single workstation. 

Supported Instruments 

The Cary 3500 UV-Vis spectrophotometer systems are supported by the Cary UV 
Workstation Plus software. 

Configurations 

Cary UV Workstation is available as a workstation standalone installation with application 
file storage in a local database, or as Cary UV Workstation Plus, which is a standalone 
installation with local administration, application file storage in a secure local data 
database and secure electronic record storage in OpenLab Content Management.  

For more detail see the Licenses section of this document. 
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Network Requirements 

General Requirements 

The Cary 3500 UV-Vis spectrophotometers instrument control is via LAN. Ensure that the 
sleep mode of the PC is turned off to avoid communication interruptions. 

Domain Requirements 

Workstation installations can use a Microsoft Windows domain-based authentication 
model. Refer to the Cary UV Workstation Requirements and Supported Instruments 
document for more information. 

Computer Hardware and Software Requirements 

The following sections focus on the hardware and software requirements for Cary UV 
Workstation software products. For additional information regarding hardware and 
software requirements please refer to the Agilent Cary 3500 UV-Vis Spectrophotometer 
User’s Guide and the Cary UV Workstation Requirements and Supported Instruments 
document. 

Agilent Original PC Bundles 

The Agilent Original Bundle PCs are computers from Hewlett-Packard, fully tested and 
qualified to run the Cary UV Workstation software product. An Agilent Original Bundle PC 
comes with ready-to-install Agilent software on a high-end computer from Hewlett-
Packard with a pre-configured operating system, optimized for use with the specific 
software product. 

Agilent provides a PC bundle, optionally including a monitor, and is equipped with one 
industry standard LAN interface card a two-port adapter may be required if using a 
Laboratory intranet. Please contact your Agilent Sales Representative for further details 
on the available products. 

Support for other Computer Manufacturers 

Cary UV Workstation Plus software has been designed to successfully run on a wide 
range of compatible personal computers equipped with accessories and peripherals that 
adhere to the programming standards for the Intel PC platform and Microsoft Windows 
operating systems. 
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Agilent Technologies has tested Cary UV Workstation Plus software on Hewlett Packard 
equipment. All configuration information listed in the manuals applies to Hewlett-Packard 
computers and may not be optimized for other vendors’ PCs. For a non-Hewlett-Packard 
computer, use the setup utility program supplied by the manufacturer to configure your 
computer. Although the software is also designed to be run on other compatible 
hardware, Agilent Technologies will not necessarily accept responsibility for defects 
solely observed and reported on third party hardware. 

PC Specifications 

The software is tested on a PC configured with the minimum recommended 
specifications and connected to a Cary 3500 UV-Vis spectrophotometer. 

Table 1 PC Specifications 

Topology supported Number of instrument connections 
supported 

RAM 

Workstation  1 16 GB 

Workstation Plus  1 16 GB 

Refer to the Cary UV Workstation Requirements and Supported Instruments document 
for more information. 

Printers 

The Agilent Cary UV Workstation Plus software has been designed to generate PDF 
reports that are exported to the operating system for printing. The printer may be locally 
connected to the computer or connected through a Local Area Network. 

Networked printers must be shared by a network server running a network protocol 
supported by the Microsoft operating system.  

Agilent Technologies has not tested all printer and printer driver combinations that are 
supported in the Microsoft Windows environment. Print performance and results may 
vary on other manufacturers’ printers and appropriate drivers.  
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3 Installation 

Prior to installing the Cary UV Workstation Plus software, run the System Preparation 
Tool. This utility checks both the hardware configuration and the versions of required 
software. A report of the suitability of the system status is provided along with any 
required actions. The System Preparation Tool is included on the UFD that comes with 
the system. 

Installation of the Cary UV Workstation Plus software has three distinct phases where the 
following components are installed by the Installer: 
• Cary UV Workstation 
• OpenLab Control Panel 
• OpenLab Content Management  

At the end of the installation, the Software Verification Tool can be run to verify a 
successful installation. This utility has a reference file providing an index of the files 
required for a proper installation. The utility checks the reference list against the files 
installed, their locations and revisions, including operating system files with specific 
dependencies. 

This test is typically performed at installation and can be performed at any time to verify 
the file level integrity of the software installed on each computer in the installation. Test 
reports can be printed or saved to files. 

The Agilent Software Verification Tool can be used to verify a successful installation of a 
new version or patch. This does not replace the Installation Qualification (IQ) service, 
which is delivered by an authorized Agilent service provider.
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4 OpenLab Control Panel 
OpenLab Control Panel – Instruments 15 
OpenLab Control Panel – Projects 15 
OpenLab Control Panel – Administration 17 

The OpenLab Control Panel provides access to the system administration tools of Cary 
UV Workstation Plus. All functions in the OpenLab Control Panel are governed by 
system access controls, so the access each user has to the OpenLab Control Panel is 
dependent on the roles they have been assigned. The OpenLab Control Panel connects 
to the OpenLab Server which runs the Shared Services application that internally 
manages the system information. 

OpenLab Control Panel functions are divided into views selected through view selection 
tabs in the lower left pane of the application’s user interface. The Administration tab 
provides access to system administration functions. The Project tab is available for 
defining project level settings. 

OpenLab Control Panel – Instruments 

The Instruments view in OpenLab Control Panel is not available for Cary UV Workstation 
or Cary UV Workstation Plus. 

OpenLab Control Panel – Projects 

The Projects view within the OpenLab Control Panel provides for the creation and 
managements of projects. Project definitions contain the storage locations, access 
privilege profiles, and a detailed set of project options. Projects allow the work 
performed in your operation to be accessed and stored using a logical organization 
defined according to individual needs for each department, project or even user. 
Privileges can be defined, and different across Projects, enabling user access to be 
defined dependent on Project requirements. 
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Selecting a project in the Projects tree will display information on the project in the 
project window. There are two available tabs, the Project Properties and the Cary UV 
Settings tab. 

Projects can be edited, which may result in inconsistent or out of date Project 
references in Cary UV Workstation audit trails, and therefore should be documented by 
the user organization. Projects cannot be deleted for Cary UV Workstation Plus.  

Project Properties 

Projects are created and organized with a default privilege setting of “Inherit Privileges 
from Parent”. This means Project access privileges are at the top Project level and 
automatically applied to each created Project. If users need to access some Projects 
and not others, or have different privileges in different Projects, the privileges can be set 
at any level in the Project tree.  

Privileges are changed by selecting the item and then selecting “Edit Privileges”. When 
the “Inherit Privileges from Parent” option is unchecked, the parent privileges are not 
automatically applied to a child node. They can be explicitly copied down to the item or 
set from scratch. Users or User groups can then be assigned or removed, and the 
specific roles added or removed. Refer to the Privileges section for more information. 

Projects or Project Groups can be created in the project root node of the navigation tree. 
Project Groups allow projects to be organized and to have common properties and 
options managed by settings at the group level. When a project is created the storage 
locations are folders within the Content Management database, and the Project folder 
path cannot be edited. The Project must be given a unique name within the selected 
location and project folder path.  

An optional project description can be added, typically to indicate the appropriate use or 
assignment of the project. 

Project Settings 

Project Folder Locations 

When a project is created in Cary UV Workstation Plus, a set of default folders is created 
to organize the files for the project. The default folders are: \Methods Reports, \Batch 
Reports, \Audit Trail Reports, and \Data Exports. These folders cannot be edited within 
the project once it is created. 
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Project-wide Audit Trail Settings 

A list of reasons can be configured to allow the user to select from when making audit 
entries that prompt for a reason for change. A global list applicable to all audit trail types 
can be configured. 

Project-wide Privileges 

If users are assigned access roles in the Administration view, these access roles apply 
to all projects unless inheritance is turned off in Edit Privileges. Users can be assigned 
specific access roles for individual projects or project groups.  

Signature Levels 

Up to five signature levels, Technician, Shift Supervisor, Lab Manager, QA Manager and 
Operations Manager, can be enabled for any project. The default signature level names 
can be changed. Users or User Groups are then assigned to each signature level as 
appropriate for the project. 

A list of predefined signature meanings is provided. Additional user defined meanings 
can be added. Existing meanings can be deleted, and the list can be ordered by moving 
entries up or down in the list. See Signatures section. 

OpenLab Control Panel – Administration 

The Administration view in the OpenLab Control Panel provides a display of 
configuration and settings as well as tools to modify the OpenLab configuration. The 
navigation pane on the left allows users to select a given section. Corresponding tools 
and workspace appear for each selection. 

The items available in the navigation pane will depend on the user’s privileges. All users 
can see My Settings, the Local Configuration, and the System Activity Log. 

My Settings 

This section allows each user to check their information and access to the system. 
Selecting “My Settings” will display fields that can contain the User’s Name, Email 
Address, and Contact Information. Depending on the authentication mode selected, 
these may reflect settings returned to Cary UV Workstation from the selected 
authentication provider (Microsoft Windows domain or internal). 
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The Group memberships and Roles assigned will be displayed. This display can help not 
just determine a user’s OpenLab settings, but also the information returned to OpenLab 
in the authentication process. 

“My Settings” is only available when user authentication is enabled. 

System Configuration 

System Settings 

“System Settings” control the configuration of user authentication and data storage for 
the system. Cary UV Workstation supports the following authentication providers: 
• Internal – the user accounts are created by and stored within OpenLab Server. 
• Windows Domain – Domain users and groups defined in the Active Directory 

services can be granted access to Cary UV Workstation with the Microsoft 
Windows domain controller providing user authentication. 

Email Server 

An Email Server can be set up in order to send notification emails: 
• From Address – the name of a valid email account on your mail server 

The following items can be specified for the SMTP (Simple Mail Transfer Protocol) 
Server: 
• Host– the URL of the mail server 
• Port – the TCP port used for outgoing mail. 
• Authorization – if authorization is required it can be enabled. 
• TLS – If your email server requires a Transfer Layer Security connection, enable the 

TLS option. 
• User Name, Password – If you have enabled Authorization or TLS, enter the User 

Name and Password required for authorization. 

A test message can be sent to verify the Email Server configuration. An email address 
and message for the recipient has to be created and can be sent. 

Security Policy 

With Microsoft Windows domain (or internal) as the authentication provider, the core 
security policy is controlled by the Windows domain (or internal). An inactivity timeout 
can be configured. After the selected period of inactivity, the application interface will 
lock. 
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With OpenLab as the authentication provider, the administrator can set a “Minimum 
password length”, “Password expiration period” and a number for the “Maximum 
unsuccessful login attempts before locking account”. The administrator can set an 
“Account lock time”, which determines how long the account is frozen after a user has 
exceeded the maximum number of unsuccessful login attempts. 

Users 

Users may be imported from the authentication provider or created in OpenLab. Users 
can be assigned to groups defined within OpenLab. 

For each user there is a checklist of roles available in Cary UV Workstation. Each role 
may be assigned or removed for the user. Alternatively, users may inherit roles from the 
groups they have been assigned to. 

Groups 

Groups defined by the authentication provider can be imported and added to the access 
list for Cary UV Workstation Plus. Additionally, local groups can be defined to group 
users on Cary UV Workstation Plus access list to simplify role assignment. 

For each group there is a checklist of roles available in Cary UV Workstation Plus. Each 
role may be assigned or removed for the group. 

This allows a user organization to assign a set or privileges or technical controls to a 
group of individuals all at once. 

Privileges  

Privileges define a technical control within Cary UV Workstation Plus, either preventing 
or allowing the usage of a specific feature or action within the system. Using privileges, 
a user organization can define what personnel can and cannot do within the software.  
Privileges are grouped together into what is termed a “role” in order to be assigned to a 
specific user or group of users.  

Privileges are organized as follows:  
• Role Type 

There are three ‘Role Types’ 
 Project 
 Administrative 
 Instrument 

These roles should serve as a starting point and can be modified according to the 
operation’s need. 
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Role Categories 

Categories are listed in the table below. 

Table 2 Role Categories 

Role Type Role Category Contains privileges 

Project 
 

Project Management View project or project group, manage project or project 
group, edit content of project, manage project or project 
group access 

 Cary UV Access to the Cary UV Workstation Plus application  
Break inactivity lock, Application access, Perform 
collection in Scan, Perform collection in Concentration, 
Perform collection in Kinetics, Perform collection in 
Thermal, Perform System Health Tests, Perform System 
Verification tests, Edit method and sequence in Scan, Edit 
method and sequence in Concentration, Edit method and 
sequence in Kinetics, Edit method and sequence in 
Thermal, Edit System Verification tests, Re-analyze Scan, 
Re-analyze Concentration, Re-analyze Kinetics, Re-
analysis Thermal, Review Audit Trail, Revoke E-Signature 

 E-Signature E-Signature Sign Data Files,  

Administration System Administration Manage printers, edit activity log properties, create 
administrative reports, manage system components, 
manage security, manage instrument controllers, unlock 
any locked UI 

 Content Management Archive content, Manage templates 

Instrument Instrument Management This feature is not supported in Cary UV Workstation  
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Complete list of privileges by category 

Administration type categories 

Table 3 Category: System Administration 

Privilege Description 

Manage printers Add/remove printers and print server 

Edit activity log properties This feature is not supported in Cary UV Workstation  

Create administrative reports Create any of the system admin reports 

Manage system components Install/remove components (applications) 

Manage security Change security settings and edit (add, change etc.) users, groups, and 
roles. 

Note: A user with this privilege can grant himself access to all settings in 
Shared Services. Be careful who you grant the Manage Security privilege. 

Manage instrument controllers This feature is not supported in Cary UV Workstation  

Unlock any locked UI Close the Control Panel and restart as another user 

Table 4 Category: Content Management 

Privilege Description 

Archive content Archive the content of the Content Management repository 

Manage Templates This feature is not supported in Cary UV Workstation  

Project type categories 

Table 5 Category: E-signature 

Privilege Description 

E-Signature Sign Data Files Sign files within Cary UV Workstation Plus. The user will only appear in 
Edit signature settings if they have this privilege.  
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Table 6 Category: Cary UV Workstation Plus 

Privilege Description 

Break Inactivity Lock Allows a user to unlock session if unsaved changes are present 

Application Access Allows a user access to Cary UV Workstation Plus software 

Perform Collection in Scan Allows a user to perform a collection in Scan application 

Perform Collection in Concentration Allows a user to perform a collection in Concentration application 

Perform Collection in Kinetics Allows a user to perform a collection in Kinetics application 

Perform Collection in Thermal Allows a user to perform a collection in Thermal application 

Perform System Health Tests Allows a user to perform a calibration and/or self-tests 

Perform System Verification Tests Allows a user to perform System Verification Tests 

Edit Method and Sequence in Scan Allows a user to edit method and sequence parameters in Scan 
application 

Edit Method and Sequence in 
Concentration 

Allows a user to edit method and sequence parameters in 
Concentration application 

Edit Method and Sequence in 
Kinetics 

Allows a user to edit method and sequence parameters in Kinetics 
application 

Edit Method and Sequence in 
Thermal 

Allows a user to edit method and sequence parameters in Thermal 
application 

Edit System Verification Tests Allows a user to edit test parameters in System Verification Tests 

Re-analyze Scan Allows a user to perform data analysis in Scan application 

Re-analyze Concentration Allows a user to perform data analysis in Concentration application 

Re-analyze Kinetics Allows a user to perform data analysis in Kinetics application 

Re-analyze Thermal Allows a user to perform data analysis in Thermal application 

Revoke E-Signature Allows a user to revoke a signed worksheet. Requires the E-Sign 
privilege. 

Review Audit Trail Allows a user to review audit trail entries 
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Privilege Description 

View project or project group 
(on by default) 

View a project and project details but cannot edit. Note: This 
privilege is required for all users. 

Manage project or project group Create or edit project properties and move the project, but cannot 
access settings 

Edit content of project Create new versions of documents (for example, data, methods, 
or templates) 

Manage project or project group 
access 

View and edit the project access settings 

Access content using web client Access Content Management (Content Browser) 

Instrument type categories  

Instrument categories are not available for Cary UV Workstation or Cary UV Workstation 
Plus. 

Roles  
Roles are a defined set of Cary UV Workstation Plus privileges given a name and 
description. A set of predefined roles are available at installation. Each role (except for 
the Everything role) may be edited to add or remove specific privileges. New roles can 
be added with user-defined names and privileges. Privileges are broken into privilege 
groups for better overview. For a role the privilege group may be selected or the 
privileges individually. 

Table 7 Cary UV Workstation Plus Roles 

Role Description 

Everything All Privileges. 

System Administrator Manage users and security settings. 

Instrument 
Administrator* 

Manage instruments and locations. 

Project Administrator Manage projects and project groups. 

Instrument User* View and run instruments. 

Content Management 
PDF Template Manager* 

View, Create, Update and Delete PDF Templates. 

Cary-UV Administrator View project or project group, Edit content of project, E-Signature Sign Data 
Files, Break Inactivity Lock, Application Access, Perform collection in Scan, 
Perform collection in Concentration, Perform collection in Kinetics, Perform 
collection in Thermal, Perform System Health Tests, Perform System 
verification Tests, Edit Method and Sequence in Scan, Edit Method and 
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Table 7 Cary UV Workstation Plus Roles 

Sequence in Concentration, Edit Method and Sequence in Kinetics, Edit Method 
and Sequence in Thermal, Edit System verification Tests, Re-analyze Scan, Re-
analyze Concentration, Re-analyze Kinetics, Re-analyze Thermal, Revoke E-
Signature, Review Audit Trail. 

Cary-UV Advanced User View project or project group, Edit content of project, E-Signature Sign Data 
Files, Application Access, Perform collection in Scan, Perform collection in 
Concentration, Perform collection in Kinetics, Perform collection in Thermal, 
Perform System Health Tests, Perform System verification Tests, Edit Method 
and Sequence in Scan, Edit Method and Sequence in Concentration, Edit 
Method and Sequence in Kinetics, Edit Method and Sequence in Thermal, Edit 
System verification Tests, Re-analyze Scan, Re-analyze Concentration, Re-
analyze Kinetics, Re-analyze Thermal, Revoke E-Signature, Review Audit Trail 

Cary-UV Auditor View project or project group, Application Access 

Cary-UV Basic User View project or project group, Edit content of project, Application Access, 
Perform collection in Scan, Perform collection in Concentration, Perform 
collection in Kinetics, Perform collection in Thermal 

Cary-UV Manager View project or project group, Edit content of project, E-Signature Sign Data, 
Files, Break Inactivity Lock, Application Access, Perform System Health Tests, 
Revoke E-Signature, Review Audit Trail 

Cary-UV Service View project or project group, Edit content of project, Application Access, 
Perform collection in Scan, Perform collection in Concentration, Perform 
collection in Kinetics, Perform collection in Thermal, Perform System Health 
Tests, Perform System verification Tests, Edit Method and Sequence in Scan, 
Edit Method and Sequence in Concentration, Edit Method and Sequence in 
Kinetics, Edit Method and Sequence in Thermal, Edit System verification Tests, 
Re-analyze Scan, Re-analyze Concentration, Re-analyze Kinetics, Re-analyze 
Thermal 

*not applicable for Cary UV Workstation.  

Licenses 

OpenLab Control Panel administers all licenses that are required for instrument 
connections and add-ons.  

OpenLab uses a 3rd. party tool called FlexNet Producer Suite from Flexera to manage the 
licenses. The license server can be local, on an OpenLab Server, or on a separate Flexera 
license manager server. 

The MAC address and name of the current license server are displayed in the user 
interface. All installed licenses are listed. 
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One “Cary UV Workstation license” is required for each Workstation PC and enables 
connection to a Cary 3500 UV-Vis system. An offline Cary UV Workstation requires no 
license. 

There is a 60-day Startup License for the system. The expiration period starts with the 
installation of an application. In order to connect to a Cary 3500 UV-Vis after that period, 
you must install the appropriate licenses. License purchases provide an authorization 
code to enable creation of the appropriate license file or files from Agilent’s 
SubscribeNet online service. The ‘Get License’ tool in the OpenLab license 
administration dialog links directly to the Agilent SubscribeNet site. 

On a workstation, licenses are specific to the computer they are installed on. Each 
license file installed is displayed with the associated host name, MAC address, and 
validity status in the licensing user interface. Licenses may be returned and reissued for 
a different computer when a hardware change is required. To make it easy to provide 
the correct MAC address to create a new license or reassign a license, the licensing 
toolbar includes tools to copy the MAC address for the PC to the clipboard or save it to a 
file. The license can be returned and reissued twice. 

In summary, the License Management in OpenLab Control Panel provides the following 
functions: 
• Add license files to the license server. 
• Navigate to the license monitor and view the properties of all licenses installed on a 

given license server. 
• Remove license files from the license server. This may be useful if an invalid license 

file has been added. 
• View or change the license server. 
• View, copy, or save the MAC address of the license server. 
• Navigate to the Agilent Electronic Software and License Delivery web page (Agilent 

SubscribeNet site) to get a license. 

For more details related to licenses please refer to the current guides for installation and 
configuration.  
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Diagnostics 

Version 

The version section displays the software version and builds. 

Installed Components 

The installed components section displays a table of the detailed software components 
installed including the following information: 
• Component Name 
• Description 
• Assembly version 
• File version 
• Product version 

Using the ribbon toolbar some or all of the rows may be selected and copied to the 
clipboard to export the information for diagnostics purposes during a support call. 

The server tools provide means to diagnose the OpenLab Server. It can be pinged to 
determine its ability to respond on the network. A detailed server report can be created. 

The system control elements are dedicated to authorized Agilent service providers. A 
service mode for advanced diagnostics, restricted to Agilent access, opens the Agilent 
OpenLab Diagnostics Dashboard. The dashboard can modify the local or remote log 
configuration and create local system diagnostic reports. 

Log Files 

All local log files or a subset of them can be selected and saved for diagnostics, during a 
support call or for documentation purposes. 

Administrative Reports 

Administrative reports allow detailed system configuration information reports to be 
created. The following report types are available: 

Instrument Controllers Report  

Lists the name, address, connected instruments and status of each instrument 
controller. 

Projects Report  

Lists all projects and related details, assigned users and groups, and their roles and 
privileges. 
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Roles and Privileges Report  

Lists all roles and their associated privileges. 

System Report 

Lists instruments, assigned users and groups, and their roles and privileges. 

Users and Groups Report  

Lists instruments, user and groups and their roles. 
 

The Create Report tool opens the selected report in a viewer. The report can be printed 
to a printer or saved as a file in .pdf, .xls or .docx format. The Export XML tool saves 
reports as XML export files.  
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5 OpenLab tools 
File Upload Queue 29 
MAC Address 29 
OpenLab Shared Services Maintenance 29 

Cary UV Workstation Plus includes additional tools, the OpenLab Shared Services 
Maintenance utility, the MAC Address tool and the File Upload Queue, which are installed 
with the OpenLab software and are available from the Microsoft Windows Start Menu, in 
the OpenLab Shared Services program group. 

File Upload Queue 

The file upload queue buffers all jobs that are pending for upload to Content 
Management. It allows privileged users to monitor upload requests, be notified of errors, 
and access details about such errors. This information can then be used to troubleshoot 
and fix upload issues. In the event of an upload error a taskbar notification occurs. 

MAC Address 

The MAC Address utility provides a list of MAC addresses for the current computer that 
can be used for licensing. SubscribeNet requires that one of these be provided for the 
license server. Clicking one of the addresses copies it to the clipboard, allowing users to 
paste it into SubscribeNet. 

OpenLab Shared Services Maintenance 

Privileged users may access the OpenLab Shared Services Maintenance utility. The 
Activity Log tab is used to manage the Activity Log entries. This tool allows activity log 
event records to be exported and then optionally purged. The entire Shared Services 
database may also be archived either in total, or incrementally from the database. 
Archives may also be restored in the future. 
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The Shared Services database can be backed up or backups can be restored from the 
Backup and Restore tab. A backup directory and a retention time in days for old backup 
files can be specified. Available backups are listed in a table sorted by date. 

In addition, if Microsoft Windows domain security is being used, the credential used to 
interrogate the domain control may be configured on the Windows Domain tab. 

The Server Settings tab shows a table listing all configured OpenLab servers and the 
default server connection. The content is identical with the Local Configuration in the 
Administration view of OpenLab Control Panel. While OpenLab Control Panel only 
permits viewing, the maintenance utility enables administrators to edit OpenLab servers. 
The default server can be switched, new servers can be added, or existing servers edited 
or deleted. A check mark enables a function allowing users to choose the server during 
login.
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6 Instrument Operation 
UV-Vis Spectroscopy 31 

Agilent Cary UV Workstation software provides the functionality for instrument setup and 
configuration, and instrument control. 

For details on the instrument capabilities refer to the corresponding hardware manuals. 
For more information on the software refer to the Cary UV Workstation Help and 
Learning center. 

UV-Vis Spectroscopy 

Instruments 

The Cary UV Workstation software combines instrument control, data collection and data 
analysis for the Agilent Cary 3500 UV-Vis spectrophotometer systems. 

The Cary UV Workstation is interfaced to the UV-Vis spectrophotometer via LAN and can 
collect a full UV-Vis spectrum as fast as 150,000 nm/min. 

Method Creation 

When the software is launched the user can choose from five application modes that are 
provided as standard. Each application mode has optimum default parameters to make 
method setup easy. When loading a method, the system automatically verifies that 
method and current instrument configuration are consistent. It alerts the operator of 
potential issues, for example, if a module has been changed and the module needs to be 
recalibrated. 

Scan application 

Provides the user the ability to collect a wavelength scan or single wavelength read or 
multiple wavelength reads. 
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Concentration 

Provides the user the ability to collect a wavelength scan, a single wavelength read, or 
multiple wavelength reads, designate some measurements as standards, and use these 
to create a calibration curve for determining the concentration of unknown samples. 

Kinetics 

Provides the user the ability to collect wavelength scans or time-based single wavelength 
reads or multiple wavelength reads, and the ability to generate rate information from the 
collected data. 

Thermal 

Provides the user the ability to collect temperature-based wavelength reads or multiple 
wavelength reads over a temperature range, and the ability to determine the thermal 
denaturation point of the sample. 

System Verification 

Provides inbuilt method for verification of the system performance to the latest global 
pharmacopeia requirements for UV-Vis spectrophotometers. 

Maintenance and System Health 

The UV-Vis System Health information is accessed from the side menu of the Cary UV 
Workstation software. The Self Tests provide the ability to ensure the instrument is 
operating optimally. 

Cary 3500 Modules 

The Cary UV Workstation software supports all Cary 3500 modules. Cary UV Workstation 
software will simultaneously collect and reference correct sample wavelength data. The 
software allows the wavelength range to be set by the user from 190-1100 nm. The 
signal averaging time, data interval, and spectral bandwidth can be set by the user. The 
Xenon flash lamp is 250 Hz allowing up to 250 data points to be collected per second, or 
a minimum signal averaging time of 0.004 seconds (a single flash). 

The system can be configured to also perform a zero or baseline correction for a single 
or multiple wavelengths (zero) and across the wavelength range (baseline). 

Compact Module 

The Compact Module provides a single sample cuvette position, and a reference cuvette 
position, permanently aligned and fixed at 10 mm pathlength. The system has been 
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optimized for liquid sample analysis in 10 mm pathlength cuvettes, including 
microcuvettes that have small apertures. 

Compact Peltier Module 

The Compact Peltier Module provides a single sample cuvette position, and a reference 
cuvette position, permanently aligned and fixed at 10 mm pathlength. The system uses 
Peltier devices to heat and cool samples between 0 and 110 degrees C. Optional purging 
is available for temperatures below ambient to avoid cuvette condensation. Temperature 
control is provided by the cell holder (the “block”), or sample temperature can be 
controlled with temperature probes that are optionally available with the system. 

Multicell Module 

The Multicell Module provides eight cuvette positions, and the ability to simultaneously 
measure seven samples and one reference as a double beam system. The module is 
designed for fixed 10 mm pathlength cuvettes and is permanently aligned for all 
cuvettes, including microcuvettes that have small apertures. 

Multicell Peltier Module 

The Multicell Peltier Module provides eight cuvette positions, and the ability to 
simultaneously measure seven samples and one reference as a double beam system. 
The system uses Peltier devices to heat and cool samples between 0 and 110 degrees C. 
Optional purging is available for temperatures below ambient to avoid cuvette 
condensation. Temperature control is provided by the cell holder (the “block”), or sample 
temperature can be controlled with temperature probes that are optionally available with 
the system. 

Multizone  

The Multizone add-on extends the functionality available with the Multicell and Multicell 
Peltier Module. Eight cuvette positions are measured simultaneously, and the user can 
configure the samples in one, two or four zones. Configuring the zones allows for 
different references and or temperatures (Multicell Peltier Module only) to be set. The 
system uses Peltier devices to heat and cool samples between 0 and 110 degrees C, with 
one, two or four simultaneous temperature settings possible. 



Instrument Operation 

34 Agilent Cary UV Workstation Plus Functional Design Specification 

 

This page is intentionally left blank.

 



Instrument Operation 

Agilent Cary UV Workstation Plus Functional Design Specification 35 

7 Cary UV Workstation Data Model and 
Definitions 
File types 35 
Methods 35 
Batch files 36 

File types 

The Cary UV Workstation software can be used to create Method files or Batch files. 

Methods are saved instrument parameters and sequence settings used for data 
collection, as well as the audit trail of events that created that method. 

Batch files contain method parameters, sequence settings, data, results and audit trail 
collected in a single file. In this way the data is permanently linked to the instrument 
parameters used for data collection. 

It is not possible to make a change to a saved Method or Batch file without being 
prompted for a reason for change that will create audit trail entries for the changed 
parameters. Both Method and Batch files have complete audit trail histories. 

The System Health application enables specific instrument performance tests to be 
performed. System Health generates reports and logs that are securely saved in the Cary 
UV Workstation software. 

All files created are securely stored in the Cary UV Workstation database, that is only 
accessible through the Cary UV Workstation application. 

Methods 
The Method Setup tab of the Cary UV Workstation software enables the instrument 
settings for the data collection to be defined. Only users with Edit Method and Sequence 
permissions for the application can change the instrument parameters and save 
Methods. System Verification methods allow the user to choose the suite of 
performance tests to be run for the system. The instrument parameters for these tests 
cannot be changed. 
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For the Concentration, Scan, Kinetics and Thermal applications, instrument settings can 
be saved as a Method and generally method files do not contain data. The exception is 
for Concentration methods, where a calibration curve can be saved as a Method after the 
standards have been measured. In this case, the user must collect the standards, and 
then save the file as a Method from the “save as” dialog. It is also possible to save a 
Concentration method without a calibration curve; the user must save the file as a 
Method before the standards are collected. 

The Sequence tab of the Cary UV Workstation software is where the sample information 
is input into the system. The sample order, the use of zero or baseline corrections, and 
any other sequence information specific to the type of analysis being performed can be 
defined. A user with Collect privilege, who will be using the system to collect data, will be 
able to edit the sample list, e.g. sample number and sample names, to be relevant for the 
measurement they are performing. 

Batch files 
The method parameters and sequence settings are automatically saved with the Batch 
file when data is collected from the instrument. The Batch includes all data that was used 
and generated during the sequence: 
• raw data, 
• method parameters, 
• sequence, 
• calculated results, 
• report, 
• audit trail, and 
• electronic signature. 

 

Cary UV Workstation Plus does not support file revisioning within the application so 
method parameters cannot be changed after data has been collected. To reuse the 
method and collect additional samples, either save the batch as a method from the “save 
as” menu, which will remove any data and present the user with a new file, or add 
additional samples to the sequence, which will collect that data in the same Batch file 
and generate a single report.
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8 Software User Interface 
General Concepts 37 
Data collection 39 
Data analysis 40 
Disaster recovery 42 

Cary UV Workstation is a single application for method creation, data collection and 
result analysis. The software has been designed to provide an easy to understand user 
interface aiding the transition for existing Agilent users and enabling new or occasional 
users to easily start using the software. For more information on any of these topics refer 
to the Cary UV Workstation Help and Learning content available within the software. 

General Concepts 

Cary UV Workstation software provides the user with a streamlined, clean workflow 
approach to UV-Vis instrument control. The user interface has been designed to guide 
the user through the steps needed to create a method, collect data and analyze results. 

Home page 

The user can access the Cary UV Workstation applications from the software home page 
where they are permanently pinned to the top of the page. The application files created 
during system use are represented by cards on the home page and can be organized into 
Groups for easy navigation. The most recently used files will appear on the top of the 
page, and files can be searched or filtered by filename and date.  

Files can be imported from the toolbar, while export is available from the card, with 
multiple file exports possible when multiple cards are selected. When configured with the 
OpenLab software tools only files created with an audit history can be imported, while 
exported files will be protected from modification. 

Toolbar 

The toolbar is a graphical control element that is always shown on top of the application 
window. The toolbar will display the filename, file type and instrument connection status. 
It also will have some context specific menu items depending on the focused window.   
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The instrument start and stop collection buttons are also available in the toolbar.  

Left toolbar 

The left toolbar steps the user through the workflow needed for method creation, 
sequence setup, data collection, report review and audit trail. The default focused 
window is the Results and Analysis window that displays spectral data and result tables. 
Each window may have context menus or other input elements, with the layout only 
showing the elements required for that particular task or workflow. Context cards, where 
available, appear on the right of the user interface and can be selected for view as 
needed. 

Left navigation panel 

The left navigation panel enables you to switch between open files, System Health, the 
Help and Learning Center and return to the Home page. Several Cary UV Workstation 
files can be open simultaneously so that a user can collect data, while analyzing a result 
in a different file with up to ten open files possible. However, data collection can only 
happen from a single file, with only a single instrument connection (at one time) 
supported. 

The User information is also available from this navigation panel, which provides the user 
name, logged in Project, and applicable Cary UV Workstation privileges for the logged in 
user.  

The System Health module is accessible from this menu and provides the ability to check 
and test common system components. For more information on System Health refer to 
the Cary UV Workstation Help content.   

Audit Trail View 

The audit trail window enables the audit trail for the electronic record to be viewed. Refer 
to Audit trails for more information. 

Reporting View 

In the Reporting view a preview of the printed report is provided. When printed, the report 
is saved in Content Management. The report is automatically updated with a footer that 
lists the user who generated the report, the time and date the report was generated, the 
software version used to generate the report and the pagination, at the point in time 
when the report is printed. 

Report formats are not editable for Cary UV Workstation Plus and so by default reports 
include all the information associated with the record. 
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User Information 

The information for the logged-on user is available from the User Information page 
accessible via the left navigation menu. This provides the logged-on user full name, 
Project logged into and the user’s application privileges for that Project. 

Data collection 

Collecting data from the Cary 3500 UV-Vis spectrophotometers is possible from the five 
applications: Scan, Concentration, Kinetics, Thermal and System Verification. For more 
information on these applications refer to the Cary UV Workstation Help and Learning 
information in the software. 

Sequence collects 
The measurement sequence is defined in the Sequence setup page and executed when 
the user clicks on the Play icon. The system cannot be paused during a sequence, 
although the run can be cancelled by clicking on the Stop icon. Data collection always 
requires a sequence to be defined.  

Loading guides 
When the user has started the measurement sequence, they will be presented with a 
loading guide, that directs where in the system to load the cuvettes. Which cell positions 
are in use is defined in the Method setup page and it is possible to leave some positions 
unused. 

The measurement sequence will not commence until the user clicks “OK” on the loading 
guide. This will prompt the system to go to the desired measurement temperature, turn 
on sample stirring and start data collection. Method parameters cannot be edited once a 
measurement sequence has started. 

Baselines and zeros 
The system will automatically collect and apply zeros and baselines when these have 
been selected in the Sequence setup. In Kinetics, there is also the possibility to select a 
blank, which allows the user to put their solution without analyte in the reference position. 
The system will then automatically correct for absorbance changes in the blank over 
time. 
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Instrument status   

The status bar, which appears automatically at the start of a measurement sequence, 
provides a view of the system status. This includes the set and actual temperature for 
Peltier modules and the estimated time remaining for the measurement sequence. 

Data display  

The data collected from the instrument is displayed instantaneously in graphs or tables 
in the Results and Analysis page. Once data is visible it is permanently saved to the file 
and cannot be deleted or removed.  

Traces are displayed overlaid in a single graph or individually, depending on the setting 
on the sequence setup. In certain application modes this setting is non-optional for the 
sake of visual simplicity. Information on the traces in each graph is available from the 
Trace preferences context menu available for each graph.  

Trace preferences  

Trace preferences includes meta data such as cell position, time of data collection and 
sample temperature. Trace preferences allows the user to select which traces to display 
in each graph. Hiding and showing traces is recorded in the audit trail. 

Data analysis 

There are several ways to analyze data collected from the Cary 3500 UV-Vis 
spectrophotometer. Some analysis can be defined as part of the sequence or method, 
and some calculations are possible after data has been collected. For more information 
on these topics refer to the Cary UV Workstation Help and Learning content in the 
software. 

Analysis settings in Method setup 

It is possible to set some analysis parameters as part of the method. 

Analysis wavelength 

In Scan and Concentration, when scan mode is selected via the toggle, it is possible to 
define up to ten analysis wavelengths. The wavelengths entered here must be within the 
wavelength range of the scan parameters.  

In the Scan application, selecting analysis wavelengths will generate a result table at the 
end of the measurement with the absorbance for each selected wavelength. 
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In the Concentration application, selecting analysis wavelengths will determine the 
wavelength(s) at which a calibration curve is generated. This will also produce results 
tables with the absorbance of the standards and samples at these wavelengths. 

Fit type 

In the Concentration application, the calibration curve fit type and r2 limit can be defined 
as part of the method on the Sequence page. This fit type will be automatically applied 
when the measurement is complete, and a results table will be generated. 

Analysis setup card 

The analysis setup card is located on the Results page and allows the user to set up 
analysis wavelengths, fit type and peak preferences, depending on the application. Any 
parameters entered on this card before data is collected will be able to be saved as part 
of the method.  

The parameters available vary depending on the type of analysis being performed. Refer 
to the Cary UV Workstation Help and Learning for more information. 

After data has been collected, the user can further analyze by changing these parameters 
and clicking the “Recalculate” icon on the toolbar.  

This will prompt the user for a Reason for change dialogue and the changes will appear 
in the audit trail for that method or batch file. The user will not be able to preview the 
results of the changes made until they have clicked “OK” on the reason for change 
dialogue. 

Graph calculator 

In the Scan application, to access the calculator press CTRL then click on the trace(s) to 
which a calculation will be applied. This will activate the calculator in the user interface. 
The user will be prompted with a Reason for Change dialog to apply the calculation to the 
traces and view the analysis. This will automatically be recorded in the audit trail and 
saved as part of the batch file. 

Each calculated trace is automatically assigned a name - the sample name with the 
associated applied function(s). Sample names have a 500-character limit and when 
using the calculator to apply calculations to the trace, the sample name can expand 
beyond 500 characters. When this occurs, the user will be prompted to change the name 
of the calculated trace.  
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Table calculator  

It is possible to perform a calculation on data that appears in a wavelength scan results 
table. Expand the results table and click on the calculator icon to access this 
functionality. The user will be prompted with a Reason for Change dialog to apply the 
calculation and view the analysis. This will automatically be recorded in the audit trail and 
saved as part of the batch file. 

Import and Export 

Files exported from the system will be in *. merc format, which protects them from 
modification. Exporting as CSV from the Home page exports all information in the file but 
will not export calculated results tables. To export graphical data for the samples 
measured, export via the graph menu.  

When configured with the OpenLab software tools, only *.merc files that were created in 
the OpenLab configured environment (i.e. that have audit trail histories) can be imported. 
The system will not import files that have the same name as a file already in the system, 
and the user will be prompted to provide a unique filename. 

Disaster recovery 

The Cary UV Workstation application uses a database for secure data storage. The 
database is updated with the data that is being collected at the time of collection, which 
means that all data that is visible within the software application will be saved to the file. 
The benefit of this is that if there is an unexpected power loss or PC shutdown event all 
data will be recoverable when the software is restarted.  

If the unexpected power loss occurs during a measurement sequence, a Control Panel 
Activity Log entry will be generated when the project is next accessed to indicate that the 
application was closed unexpectedly. 

When the user logs back in to the software after an unexpected power loss/PC shutdown 
event, an audit trail entry will be triggered for any open files that contain unsaved 
changes to indicate that there was an unexpected power failure. This will be 
accompanied by a Control Panel Activity Log entry for each open file. 
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9 Data Storage 
File types in Content Management 43 
Migrating from other Agilent UV-Vis systems 44 

Local record storage is provided by OpenLab Content Management. Content 
Management is available for a workstation, a single server solution for small to medium 
sized laboratories, and as a multi-server configuration for larger laboratories. For Cary UV 
Workstation Plus, OpenLab Content Management is located on the workstation attached 
to the instrument. 

Content Management allows users to easily collect, organize, search, and review all their 
Cary UV Workstation reports and exported data.  

OpenLab Content Management provides a thin client web-based user interface that can 
be accessed using a web browser. The web interface provides access to the OpenLab 
Content Management folders and files. 

File types in Content Management 

Data is organized in projects as the top-most hierarchical element. Each project is 
assigned a folder in Content Management for the storage of the electronic records. Upon 
project creation the following sub folders are created by default in the project folder: 

Method reports 

Storage location for all printed Method reports. 

Batch reports 

Storage location for all printed Batch reports. 

Data exports  

Storage location for all exported data from the application. 

Audit trail reports 

Storage location for all reports of Audit Trails that are printed. 
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OpenLab Content Management provides a multi-level folder storage model. The number 
of levels is not limited, and data can be stored in any folder level. Reports are generated 
by the Cary UV Workstation application as *.pdf files.

NOTE Method and Batch files are stored in a secure database accessible only through the Cary UV 
Workstation software. 

Migrating from other Agilent UV-Vis systems 

Migration is the process of moving methods, and data to the Cary UV Workstation Plus 
system. This information is stored in a secure database only accessible through Cary UV 
Workstation Plus software. It is not technically possible to migrate methods or data from 
other Agilent UV-Vis systems to the Cary UV Workstation Plus system. We recommend 
that customers keep an instance of their previous data system to allow for record review. 

Consulting services are available to help translate existing methods for other Agilent and 
non-Agilent UV-Vis systems to Cary UV Workstation Plus, please ask your local Agilent 
representative for more information.
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Data Integrity and Traceability 46 
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Audit Trails 47 
Log Files 49 

For details on how the Cary UV Workstation Plus software including OpenLab Content 
Management can be used to help meet 21 CFR Part 11 Requirements refer to the White 
Paper “Support for Title 21 CFR Part 11 and Annex 11 Compliance: Agilent Cary UV 
Workstation Software for Cary 3500” (part number 5991-7268EN). 

System Access Controls 

Earlier sections of this document describe in detail the user authentication and system 
access controls. The options provided accommodate a wide variety of operational 
policies. For details please refer to Control Panel Administration. 

Data Security 

The OpenLab Control Panel functionality related to security includes the following 
• Control panel System Activity Log 
• Selection of authentication provider (see System Settings) 
• Management of users, groups, roles, and privileges (see Control Panel - 

Administration) 
• Security Policy 
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Data Integrity and Traceability 

Cary UV Workstation Plus stores data in a manner that enables compliance with 21 CFR 
Part 11. It provides secure data storage with access control and an audit trail within the 
application that tracks all changes to files.  

Cary UV Workstation Plus provides electronic signatures allowing users to sign off on 
data. 

File versioning is not supported in version 1.1. 

E-Signatures 

The Cary UV Workstation Plus software provides tools to support an E-Signature 
workflow. A signature can be executed to a file at the time the file is generated (after an 
initial save) or at a later stage in a workflow, by a user that has the E-Signature privilege 
and has been assigned to an E-Signature level in the Control Panel. However, the E-
Signature cannot be executed by any user that is considered an author on the file. An 
author on the file is a user that has been involved in method creation, data collection or 
re-analysis. 

The E-Signature event will be recorded in the audit trail at the time it is executed. Each E-
Signature audit trail entry includes the full name and username of the signer, the date and 
time of the E-Signature, the level the signature was executed at, the meaning chosen by 
the user from a drop-down selection as well as any user entered comments. The E-
Signature is permanently associated with the Cary UV Workstation Plus file that has been 
signed. 

It is possible to revoke E-Signatures using the “E-Sign revoke” menu item, by a user who 
has the E-Signature revoke privilege. The revoke E-Signature workflow in Cary UV 
Workstation Plus is the same as the E-Signature workflow, requiring the user to select a 
preconfigured meaning, provide a comment, as well as enter a username and password. 
Revoking E-Signatures does not remove those signatures from a file, but rather 
invalidates them. All revoke events are captured in the application audit trail at the time 
they are executed. 

Upon E-Signature the file is locked from further modification. This is indicated by a sign 
icon on the file card on the Cary UV Workstation home page. To unlock the file for further 
processing, the E-Signature can be revoked, as described above. 

Up to five signature levels are available for Cary UV Workstation Plus and these are 
configured in the Control Panel and can be set for each Project. By default, signature 
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order is not enforced. This can be incorporated by the user adopting an appropriate SOP. 
All signature events require both the username and password to be entered. 

Audit Trails 

Besides the Control Panel System Activity Log and the Content Management audit trail, 
Cary UV Workstation Plus provides an audit trail documenting all changes to the 
application file and records them associated with the following categories: 

Method setup 

Includes all changes made to the instrument parameter. 

Sequence setup 

Includes all changes made to the Sequence parameters. 

Analysis setup 

Includes all changes made to the Analysis parameters. 

Collection 

Includes entries such as run started and run stopped. If a user stops a measurement 
sequence prematurely, they will be prompted for a reason that will be recorded in the 
audit trail. 

Reprocessing  

This category covers data reprocessing activities. 

Saving 

An entry appears when performing save action or importing.  
 

Recovery 

If power is lost during collection when the user logs back in to the software after restart, 
an audit trail entry will be triggered for any open files that contain unsaved changes to 
indicate that there was an unexpected power failure. This will be accompanied by a 
Control Panel Activity Log entry for each open file. 
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Signature 

Includes activities associated with execution of E-Signatures or E-Sign revoke actions. 

Audit Trail Review 

This category is used when the audit trail has been reviewed. 

Display 

This category includes hiding and showing traces. 

Audit Trail Viewer 
The audit trail is presented as a table, with each entry representing a distinct action that 
has contributed to the creation or modification of the file. Each audit trail entry will be 
associated with a category that described the type of activity as described above. 

The audit trail entries can be searched with text search, or filtered by date, user and 
category. The audit trail can be printed directly and will be saved to Content 
Management. The audit trail can also be electronically reviewed when all entries in the 
table have been seen. 

The audit trail includes the following information: 
• Created by: the logged in user’s full name and username. Changes will be attributed 

to this user. 
• Date and time of the entry. 
• Description of the entry. 
• Reason: some audit trail entries result from a prompt including user enterable 

comment, e.g. Reason for Change and Reason for Stop. 
• Category: each audit trail entry is defined by a category for ease of review. 
• Review: the user and date and time of any audit trail reviews is included with each 

audit trail entry. 
• Hostname: PC name. 
• Application: the application and version number. 
• Data version: file versions will be shown here (when available). 
• Project: Project name. 
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Audit Trail Review 

The Review function facilitates a review as mandated by the regulations. It enables a 
frequent and documented review. Records that have not yet been reviewed are clearly 
marked. 

The entries shown with a pink background in the audit trail have not been reviewed. 
Reviewed entries are shown with no background. During the review, an authorized user 
can inspect all new entries. The user must to scroll down until the last entry at the 
bottom of the list is visible before the Review button becomes active. By clicking the 
Review button, the user completes the review.  

The Review button is active only after the user has scrolled down to the last new entry. A 
new entry is added to the audit trail, documenting that it has been reviewed: 
• the recording of the review action and, 
• that all reviewed entries are marked as such. 

This action will automatically be saved along with the application file. 

Log Files 

Control Panel System Activity Log 
The Control Panel System Activity Log contains detailed information on the various 
events associated with the OpenLab Control Panel and Cary UV Workstation. It is a 
centralized view of the audit logs and can access all entries. Users can filter the list in 
order to view only the events of a specific type, in a specific time range, created by a 
specific user, or containing a specific description. 
  

NOTE If an audit trail has been filtered, the Review button will only clear the background of the 
entries that match the filter requirements. After the filter is removed, a mixture of reviewed 
and unreviewed entries can result.  
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Event messages can originate from different components, for example, user 
management or instruments. The following types of events (subsystems) are recorded 
and reflect the origin of the message: 
• System 
• Project Management 
• Instrument Controller 
• User 
• Group 
• Role 
• Security 
• Printer 
• License 
• Data Processing 
• Cary UV specific 

 Login information including unlock and failed attempts 
 Instrument connection and disconnections 
 Self-tests and calibrations 
 Exports and imports 
 Unexpected shutdowns 
 Authorization failures 

Events can include system messages, warnings and errors. The System Activity Log 
records these events irrespective of whether the user has been alerted by the system or 
not. For each entry there is a one-line overview with date/time stamp, affected user and 
short description in the Activity Log Viewer. The entry can be expanded to reveal more 
information such as type, affected subsystem, source PC and detailed description. 

The system activity log can be exported, printed and selections can be copied to the 
clipboard. The output is provided in two formats – summary and detailed. 
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Activity Log of Content Management 

The Activity Log is a record showing who accessed the system and when, and what 
system activity occurred during a given period of time.  

The log contains file-related, system administration and folder administration entries. 
Each transaction is documented with the identity of the operator, the dataset and a date 
and timestamp. For example, administrators can see when a file was added and who 
added it. For each operation, the central data storage system asks the user for a reason. 
This reason is also shown in the Activity Log. For automatic uploads there are default 
reasons given by the system. 

In OpenLab Content Management the Activity Log is always enabled 
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11 Further Documentation  
Technical Notes, User Manuals and other References 53 

Further documentation is available on the Agilent website: 
• Information specific to Central Data Storage (OpenLab Content Management), 
• Technical Notes with further information not covered by the user documentation, 

and 
• Hardware Manuals not included with the OpenLab Help and Learning System. 

Technical Notes, User Manuals and other References 

Technical notes, user manuals and further publications are available from Agilent 
website. The following items were referenced in this document: 
• Cary UV Workstation Requirements and Supported Instruments (G5191-90009) 
• Support for Title 21 CFR Part 11 and Annex 11 compliance: Agilent Cary UV 

Workstation (White Paper, 5991-7268EN) 
• Cary UV Workstation Help and Learning Center available from the Cary UV 

Workstation application  
• Cary 3500 UV-Vis User Guide (part number 5994-0319EN) 
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