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Before you can install MassHunter software on Windows 10 Professional,
you need to set up the operating system.

Note that installations on computers not supplied by Agilent are
supported on a best-effort basis only. Additional support can be
purchased from the Agilent field support team.

This guide assumes the computer has just been imaged using the Agilent
branded PC Emergency Recovery Disk produced specifically for and
supplied with your bundled Hewlett- Packard computer. Do not use the
standard Windows 10 media or PC settings can differ from the parameters
that are optimal for your Agilent MassHunter software.
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Minimum Requirements

The minimum computer specifications to run MassHunter programs on
Windows 7 Professional (64-bit) are:

HP 7440 w/ Intel Xeon E5-1620v3 (3.50 GHz, 10 MB cache, 4 cores)
16 GB of DDR4-2133 Registered ECC RAM
500 GB of available HDD space

For MassHunter Acquisition:
For Q-TOF instruments: 4x 500 GB 7200 RPM SATA HDDs in a RAID
1+0 configuration (mirrored and striped)
For Triple Quadrupole instruments: 2x 500 GB 7200 RPM SATA
HDDs in a RAID 1 configuration (mirrored)
For all GC Single Quad computers: 1x standard (100BASE-TX)
Ethernet adapter (2nd optional adapter for site LAN connection)
For all LC/MS and GC/MS: 1x standard (100BASE-TX) Ethernet
adapter (2nd optional adapter for site LAN connection)

For 7250 GC/Q-TOF only: 1x standard (100BASE-TX) Ethernet
adapters and 1x IEEE 802.3an compliance (10GBASE-T) Ethernet
adapter, (2nd optional 100BASE-TX adapter for site LAN connection)
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Step 1. Set up Windows 10

The first time that Windows 10 Professional starts up after installation,
you are prompted for setup information.

1 When prompted, select your
language, then your region, preffered
language, keyboard, and time zone.

Hi there

Let's get a few basic things out of the way.
Only these operating systems are
supported:

English

espadiol (Méxica)

o English (United States)

portugues (Brasil)
Japanese (for MassHunter

Qualitative Analysis and
Quantitative Analysis programs)
Simplified Chinese (for
MassHunter Qualitative Analysis
and Quantitative Analysis
programs)

Hi there

Let's get & few basic thangs out of the way.

Englsh
What's your home country/region]

United States -
What's your preferred spp language?

English (Linited States) ~

What keybaard liyout would yau like to use!

What time zone are you in?

ITC-08:00) Pacific Thme (LS & Canada)

UTC-08 i -
espafiol (Méxicn)

[
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2 Create a user name and password
Create an account for this PC for a user that will be a member of
the Administrators group.

If you want to use a password, choose something that will be easy for you to remember but hard for
B For Agilent bundle computers, create
a new user other than “admin.” The
user name “admin” with password
“3000hanover” is already created
when the Emergency Recovery Disk

is used.

Who's going to use this PCT

user]

Make it secure.

3 Read Microsoft’s license terms for
Here's the legal stuff Windows 10 Professional. Click
Lust updated July 2015 Accept.

MICROSOFT SOFTWARE LICENSE TERMS

WINDOWS OPERATING STSTEM 4 Log out of the user you just created,
IF YOU LIVE IN (OR IF YOUR PRINCIPAL PLACE OF BUSINES! IN) THE UNITED STATES, PLEASE READ THE BINDING

ARBITRATION CLAUSE AND CLASS ACTION WAIVER IN SECTION 10, IT AFFECTS HOW DISPUTES ARE RESOLVED. and log in to the Admin account
T using password 3000hanover.

The license agreement from Agilent
appears.

sent to the transmission of certain
information during activation and du 2 o it described in Section 3. If
ot accept and comply with these
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Step 1. Set up Windows 10

b Click I Agree to accept the Agilent
Software License Terms as the
administrator.
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Step 2. Rename the network adapters

1 Select Start > Settings ().

2 Select Network & Internet > Ethernet (from the left side menu) >
Change adapter options.

3 Under Related settings, select Change adapter settings.

& Home Ethernet
| Find a setting £ Network
E Connected
Network & Internet
E Unidentified network
nte
® Staws No Internet

| = e Related settings

% Dial-up | Change adapter options

o VPN Change advanced sharing options

- Network and Sharing Center

@ Data usage

HomeGroup
& Proxy

Windows Firewall

You will see one, two, or three network connections. (Some instruments
require a third 10 Gb network adapter.)

4 Disconnect all network cables from the computer.

5 Optional. Connect the in-house network:

a Connect a network cable for the in- house network to the port labeled
House.

b Right-click the newly enabled network adapter and select Rename.
Change the name to House connection.

6 For 7250 GC/Q-TOF only:

a Connect a network cable from the MS LAN port to the network
adapter on the back of the computer that is labeled MS.

b Right-click the name of the connected main-board network adapter
and select Rename. Change the name to MS Instrument.
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7 Connect the Ethernet switch:
a Connect a network cable from the Ethernet switch to the network
adapter on the back of the computer that is labeled LC-MS or GC.

b Right-click the name of the connected network adapter and select
Rename. For LC/MS instruments, change the name to LC-MS
Instrument. For GC/MS instruments, change the name to GC
Instrument.

Refer to the installation guide for your GC/MS or LC/MS instrument to
connect instruments and modules to the Ethernet switch.

< Settings = O
§5%  NETWORK & INTERNET Find a setting
Data usage
Ethernet
VPN
Dial-up
Ethernet =
&' Network Connections
Proxy Rels 4 & > Control Panel > Network and Internet > Network Connections
Chang Organize Disable this network device Diagnose this connection Rename this connection Change settings of this connectic
— House connection — LC-MS Instrument
Chang L-., Network cable unplugged L.“.j Network cable unplugged
% @ Intel(R) Ethernet 1210-T1 GRENIC  |$§ 2 Intel(R) Ethernet Connection (2)*
Netwd ) Disable
Status
Home| Diagnose
EP Bridge Connections
Windq
Create Shortcut
& Delete
) Rename
) Properties
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Step 3. Set the network adapter IP addresses

' House connection Properties @

Networking | Sharing

Connect using:

¥ Broadcom NetXreme Gigabit Ethemet #2

This connection uses the following items:

o8& Client for Microsoft Networks

QQOS Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks

4. Broadcom Advanced Server Program Driver

& Intemet Protocol Version & (TCP/IPvE)

B et Protocol Version 4 (TCP/IPv4) |

& Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder

Description

Transmission Control Protocal/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

[ ok ][ cancad |

Internet Protocol Version 4 (TCP/IPvd) Properties @I&J

General | Alternate Configuration

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Use the following IP address:

(@) Obtain DNS server address automatically

() Use the following DNS server addresses:

Validate settings upon exit

I [ OK ][ Cancel ]I

1 Right-click HOUSE connection and select
Properties.

2 Double-click Internet Protocol Version 4
(TCP/IPv4).

3 In the General tab:

a If the IT department for your organization
requires specific network settings, select
or type the settings. Otherwise, select
Obtain an IP address automatically.

b Click OK twice to return to the Network
Connections dialog box.
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4 Right-click LC-MS Instrument or MS

I LC-MS Instrument Properties @ .
Instrument and select Properties.

Networking | Sharing

Connect using:

5 Clear the check box for Internet Protocol
Version 6 (TCP/IPv6). This protocol is not

L¥ Broadcom Netitreme Gigabit Ethemet . .
= supported by Agilent instruments.

. .

: : - o 6 Double-click Internet Protocol Version 4
This connection uses the following items:
o8& Client for Microsoft Networks (TCP/IPV4)

BQUS Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks

4. Broadcom Advanced Server Program Driver

[ = Intemet Protocol Version & (TCP/IPvE)

B (et Protocol Version 4 (TCP/IPv4) |

& Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

[ ok ][ cancad |
Internet Protocol Version 4 (TCP/IPvd) Properties @ 7 In the General tab:
General | a Select Use the following IP address.
‘fou can get IP settings assigned automatically if your network supports b FOI' P address, type 192.168.254.1.

this capability. (_Zliherwise, you need to ask your network administrator
el S The Subnet mask automatically populates
(7 Obtain an IP address automatically as 255.255.255.0. Leave the Default

Gateway and DNS Server lines empty.

IP address: 192 , 168 . 254, 1
S = ¢ Click OK twice to return to the Network
Aot Connections panel.

8 Repeat step 4 through step 7 for GC
Instrument with this exception:

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: L For IP address, type 192.168.253.1.

Alternate DNS server:

[T validate settings upon exit

[ oK ][ Cancel ]
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G Change notification settings

G Turn Windows Firewall on or

9 Restore defaults

Step 4. Change firewall settings for the instrument network adapter

1 Close the network connections window and return to the Settings,

Network & Internet view.
2 Under Related Settings, click Windows Firewall.

3 In the navigation pane, click Advanced settings.

4

= « 4 @ > Control Panel » System and Security » Windows Firewall v O

Control Panel Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Allow an app or feature Internet or a network.

through Windows Firewall

Update your Firewall settings

Windows Firewall is not using the recommended

off settings to protect your computer,

!;'Use recommended settings

What are the recommended settings?

9 Advanced settings

10

Troubleshoot my network l g Private networks Not connected

l @ Guest or public networks Connected

Networks in public places such as airports or coffee shops.

‘Windows Firewall state: On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: None

Notification state: Notify me when Windows Firewall blocks a new app

Seealso
Security and Maintenance

Network and Sharing Center
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Step 4. Change firewall settings for the instrument network adapter

4 Under Overview, click Windows Firewall Properties.

P Windows Firewall with Advanced Security — [m] X
File Action View Help

= |5 B

A T R TN Windows Firewall with Advanced Security on Local Computer Actions
ity P

E '0”:;‘1:“: EUR‘EISES Windows Firewall with Advanced Security on Local Compu... &
Connection Security Rules ﬂ Windows Firewal with Advanced Sscuriy provides network securty for Windows computers &) Import Policy...
> Bl Menitering 3| Export Pelicy...
Overview - Restore Default Policy
Domain Profile Diagnose / Repair
@ Windows Firewall is on. View »

0 Inbound connections that do not match a rule are blocked

|G Refresh
@ Qutbound connections that do not match a rule are allowed.

Properties
Private Profile

[ Help

@ Windows Firewallis on
9 Inbound connections that do not match a rule are blocked
@ Outbound connections that do not match a rule are allowed.

Public Profile is Active

@ Windows Firewall is on.

0 Inbound connections that do not match a rule are blocked
@ Outbound connections that do not match 2 nile are allowsd

{3 [Windows Frewal Froperies |

Getting Started -

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).

Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connection only
it is autherticated, or if it comes from an authorized user, group, or computer. By default, inbound connections are
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a rule that
blocks them.

Inbound Rules
Outbound Rules
View current firewall and IPsec policy and activity

View information about cumently applied firewall and connection security rules and security associations for active
network connections

Marnitoring
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5 In the Domain Profile tab, next to Protected network connections,
click Customize.

Windows Firewall with Advanced Security on Local Computer Pro.. X

Domain Profile  Private Profile  Public Profile  IPsec Settings

Specify behavior for when a computer is connected to its corporate

domain.
State
i P Firewall state: On {recommended) ~
Inbound connections: Block (default) ~
Qutbound connections: Allow {default) ~
Protected network connections:
Settings

7 Specify settings that control Windows Frorae
Firewall behavior.

Logging

Specify logging settings for -
Q troubleshooting. Customize...

Cancel Soply

6 Clear all check boxes except House connection, and then click OK.

Pre d Network Connections for the Domain Pr. - O X

Select the check box for each connection you want Windows Firewall to help
| protect.

Network connections:

House connection
] LC-MS Instrument

Cancel
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7 Repeat the step 5 and step 6 for the Private Profile and Public Profile
tabs.

8 Click OK to close the Windows Firewall with Advanced Security on
Local Computer Properties dialog box.

9 Close the Windows Firewall with Advanced Security window.

Step 5. Turn off Power Management for all Network Cards

Right-click the Start menu and click Computer Management.
Under System Tools, click Device Manager.
Expand Network adapters.

=W N =

For each network adapter:
a Right-click the adapter and click Properties.

b In the Power Management tab, clear the check box for Allow the
computer to turn off this device to save power.

¢ Click OK and then close the Computer Management window.

File Action View Help
e rEEHE B XS

& Computer Management (Local [ ~ B DESKTOP-BSEUOA2 Actions

~ [} System Tools i Audio inputs and outputs e — .
(D) Task Scheduler ' Batteries 2
& Event Viewer 5 Computer Intel(R) 82574L Gigabit Network Connection Properties X
%] Shared Folders — Disk drives
& Local Users and Groups [ Display adapters General Advanced Driver Detalls
(&) Performance & DVD/CD-ROM drives e ol Power Management
A Device Manager F&i Human Interface Devices

v 3 Storage & IDE ATAVATAP! controllers [ e E2574L Gigabt Netwerc Connecton
& Disk Management = Keyboards =

4 Services and Applications B Mice and other pointing devices
Monitors [[] Allow the computer ta tum off this device to save power
« 1 Network adapters Allow this devics ta wake the computer

I Intel(R) 82574L Gigabit Network Connection
[ Portable Devices
& Ports (COM &LLPT)
= Print queues
[ Processors
3 Sensors
B Software devices
i Sound, video and game controllers
S Storage controllers
i System devices
§ Universal Serial Bus contrallers

Cancel
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Step 6. Confirm that Telnet Client and TFTP Client are enabled

1 Click the Start button and then type programs.
2 Click Programs and Features.

oiny |
O @
Best match

[‘*]» Programs and Features

Control panel

Settings

#5: Add or remove programs
5% Apps & features

@ Run programs made for previou
of Windows

Apps

[*1 Default Programs
Search suggestions

£ programs - search the web

Store

£ programs|
im} * m 9
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3 Click Turn Windows features on or off.

[E Programs and Features

1 [ * Control Panel » All Control Panel lkems » Programs and Features

Control Panel Home

View installed updates

off

®) Tum Windows features on or

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Re

Organize «
~
Marme

nAdobe Acrobat Reader DC

[ Agilent Lab Advisor

[®E] Agilent MassHuniter Script Processing Utility for B.08.00
@Agilent MassHunter Waorkstation Acquisition Softwar...
Agilent MassHunter Workstation Qualitative Analysis ...
tod Agilent Software Verification Tool B.07.01

[E] &karnai MetSession Interface

CyberLink Power2Go

Publisher

Adobe Systems Incorporate
Agilent Technologies
Agilent Technologies
Agilent Technologies
Agilent Technologies
Agilent Technologies
Akarnai Technologies, Inc
CyberLink Corp.

4 Verify that the Telnet Client and TFTP Client check boxes are selected.

These clients are required for the LC/MS Firmware Update Tool and for
GC/MS instruments.

Windows Features .
Turn Windows features on or off (7]
To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.
711, Microsoft Message Queue (MSMQ) Server -
. Print and Document Services
. Remote Differential Compression
[] 1 RIP Listener
= Simple Metwork Management Protocol (SMMP)
= Simple TCPIP services (i.e. echo, daytime etc)
. Tablet PC Components E
| Telnet Client
[7] 1 Telnet Server
| TFTP Client
, Windows Gadget Platform
m [T L Windows Process Activation Service S

5 Press OK and close the Control Panel.
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Step 7. Install MassHunter programs
¢ Install MassHunter programs.

Follow the appropriate installation or upgrade guide.

Step 8. Configure Microsoft Update and run on a regular basis

¢ On a regular basis, run Windows Update. Make sure to always install
Windows Security Updates.

Do not schedule, download, or install any Windows Update while an Agilent
instrument is acquiring data. Do not allow the computer to automatically download or
install any Windows Update.

By default, your computer will not download or install Windows updates
automatically. If your computer is connected to the Internet, you will be
notified when updates are available.

Some Windows Feature Updates will change the group policy setting on your computer
to allow the computer to automatically download and install Windows Updates, or to
automatically reboot. For more information on how to control how and when Windows
Updates are run, see
https://docs.microsoft.com/en-us/windows/deployment/update/waas-restart.

Third-party Software Security Programs

Agilent does exhaustive testing on a variety of software and hardware
configurations to ensure that every configuration that Agilent sells works
as designed.

However, Agilent is not able to test every combination of 3rd party
computer security (antivirus, anti-malware, and firewall) programs for
compatibility.

The customer is responsible for determining the compatibility of any 3rd
party software that runs with an Agilent product.
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If a 3rd party computer security program causes problems for an Agilent
product, Agilent can request that such program be disabled or removed
before Agilent provides support.

Windows Firewall

By default, the Windows firewall is enabled on the (main-board) network
adapter that connects the computer to the House LAN. For network
adapters that connect to Agilent instruments, keep the firewall disabled.

Windows Defender

By default, Windows Defender anti- malware service is enabled and must
be updated on a regular basis. No special exclusions are required for the
Windows Defender service to operate with Agilent products, except where
otherwise indicated.
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This guide describes how
to set up Windows 10
Professional for
MassHunter Workstation,
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MassHunter software
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